Health | nformation Data Access Agreement

This Health Information Data Access Agreement {@agment”) is entered into by and between:
(“Healthcare Provider”) and
ilftFacas of (“Effective Date”).

RECITALS
WHEREAS, Healthcare Provider desires to have diedettronic and/or remote access to certain
protected health information of Facility’s patientst have a health care relationship with Heatéhca
Provider or its physicians, members, employeesgent (“PHI"), for treatment and other permitted
purposes under the Health Insurance Portability Accbuntability Act of 1996 (“HIPAA™), subject to
other applicable laws; and
WHEREAS, the parties desire that access be provwgi@de Facility under terms and conditions thdt wi
protect the privacy and security of the PHI, ad aglFacility’s proprietary interest in the PHI.

TERMS AND CONDITIONS
1. Term and Termination: This Agreement shall begintle Effective Date and run for one (1)
year. The term will automatically renew for adolitdl one-year terms unless terminated earlier. The
Healthcare Provider may terminate this Agreemeti whirty (30) days’ prior written notice. Facjlit
may terminate this Agreement immediately eithdtdrentirety or with respect to one or more autredi
users with or without cause, including without liation, breach of this Agreement, which shall ideu
but not be limited to unauthorized or improper asc®, or disclosure of, any of the PHI by Healthca
Provider, its physicians, members, employees, l@raigents.
2. User Access: Authorized users will be limited toygibians and ancillary providers who are
members in good standing of Facility’s medicalfséaid to employees or other agents of the Healtle Ca
Provider, who will be supervised and authorizedhsy Health Care Provider to access the PHI only for
the purposes set forth in this Agreement (“AuthedizJsers”). Healthcare Provider will provide a& 6§
Authorized Users to Facility and will notify Fa¢iliimmediately upon an Authorized User’s terminatio
or other long term or permanent departure from lealth Care Provider. Facility will provide
Authorized Users with an individual access codeactEAuthorized User must read and sign a UHS
Information Security and Privacy Agreement to be provided by the Facility prior to being praded
access. Healthcare Provider agrees that the acodes are the equivalent of a legal signaturetlaaid
Healthcare Provider will be responsible for all Wwatone using its Authorized Users’ access codes.
Healthcare Provider and its Authorized Users wilt disclose access codes to anyone or use an access
code not assigned to them.
3. Permitted Purposes: Healthcare Provider agreestmatse or disclose the PHI except as
permitted or required by this Agreement or as neglby law. Healthcare Provider may access the PHI
through its Authorized Users only on a need-to-krmefessional basis for the patients for whom its
healthcare providers are either: (a) attendingsiglign, (b) consulting physician, (c) covering phian,
(d) primary care physician, (e) other direct healtire provider according to Facility records; (f)
researcher authorized by the Facility to accedsioePHI.
4, Confidentiality and Disclosure of PHI: Healthc&mvider warrants that the PHI accessed by its
Authorized Users will be kept confidential and betfurther disclosed to anyone other than the piatie
his/her authorized representative, except as redjuiy law. Healthcare Provider agrees that ifag b
legal obligation to disclose any of the PHI to &dtparty, it will notify Facility promptly, in adance of
the proposed disclosure date, so that the righEaoility and the individual to whom the PHI relaisill
not be prejudiced. If Facility or the individuabjects to the release of such PHI, Healthcare Beovi
agrees to provide reasonable assistance as Faxcilihe Individual may request in connection thétiew
including reasonable assistance with informatiocessary to prepare protective orders or other mafger
in connection with the objection. Disclosures gioited by law (including but not limited to inforrtian
protected by HIPAA or the federal regulations ordkol and Drug Abuse Patient Records at 42 C.F.R.
Part 2) are prohibited under this Agreement.




5. Security: Healthcare Provider agrees to use apptepand reasonable administrative, physical
and technical safeguards to prevent unauthorizedoudisclosure of the PHI. Healthcare Provider
agrees to take prompt action to correct any deftiées and to mitigate, to the extent practicabig; a
harmful effect of an unauthorized access, use,ladisee, modification or destruction of the PHI by
Healthcare Provider, its staff, physicians, membemgployees, contractors, agents, or others. htzatk
Provider represents that it has provided HIPAA &riv and Security training to all staff, physicians,
members, employees, and other applicable agents.

6. Miscellaneous

6.1 Healthcare Provider acknowledges that the PHI @heranformation created, transmitted, stored
or processed on information systems of, or thatnaaétained for, Facility or any of its affiliateis, the
property of Facility or its affiliate. Facility @s not guarantee access, which shall be subjegl to
applicable licenses. The access and data is mdwd an “as is” basis and Facility is not respaesfor
any interruptions, errors or omissions in the aatanformation provided. Healthcare Provider, itself
and its Authorized Users, agrees to release ardl Fentility and its affiliates harmless from and iaga
any and all damages Healthcare Provider may inelatad to the inability to access, errors in, or
omissions of the PHI.

6.2 Healthcare Provider shall be responsible for angligence or breach of the terms of this
Agreement by Healthcare Provider or any of its pdiges, members, employees, contractors or other
agents, and agrees to indemnify, defend and holthleas Facility and its parent corporations,
subsidiaries and related entities, their directoffsgers, agents, servants, and employees fromagathst

all claims, causes of action, liabilities, judgn®rines, assessments, penalties, damages, awarttseo
expenses of any kind or nature whatsoever, inctydirthout limitation, attorney’s fees, incurred agy

of them and relating to or arising out of any ngefice or breach of the terms of this Agreement by
Healthcare Provider or any of its physicians, masbemployees, contractors or agents.

6.3 Healthcare Provider is solely responsible for adégjy safeguarding the PHI in accordance with
applicable law. Any ambiguity in this Agreemengabtbe resolved to permit the parties to complyhwit
HIPAA and other applicable privacy laws. The pegtagree to take such action as is necessary todame
this Agreement to comply with changes in laws, taions and government agency guidance.

6.4 In the event of a conflict between a provisionha$ tAgreement and any other agreement between
the parties, this Agreement shall control. Thétsgand obligations of each party under Sectiord 3,
6.1, 6.2, first sentence of 6.3, and choice ofga@wision in 6.6 shall survive termination.

6.5 This Agreement shall inure to the benefit of, arcbimding upon, the parties and their respective
successors and assigns. There are no third paotibés Agreement and nothing herein is intended f
the benefit of a third person. Except as provideetsically herein, this Agreement may not be assi
modified or amended except by an instrument iningiexecuted by both parties.

6.6 This Agreement constitutes the entire agreementdeet the parties on this subject matter and
supersedes all other proposals, understandinggraeements, whether written or oral, regarding the
subject matter hereof. This Agreement shall be gwma: and construed by the laws of the state where
Facility is physically located without regard tovk relating to choice of law or conflicts of lawlhe
parties agree that the benefits to Facility anditHeare Provider under this Agreement do not rexjure

not payment for, and are not in any way continggrun the admission, referral, or any other arraraggm
for the provision of any item or service offereddither party pursuant to the terms of this Agresime

IN WITNESS WHEREOF, the parties hereby set thaitrds and seals as of the Effective Date.

(HEALTHCARE PROVIDER) (FACILITY)
By: By:
Name & Title: Name & Title:

Date: Date:




